Detection of Malicious Intent – Request for Information (RFI)
1.
General

A. The Israel Prison Service (IPS) hereby turns to the public in request for information about existing systems and resources that can facilitate the exposure and detection of malicious intents and of information that is concealed by prison inmates. This, in order to significantly improve the ability to respond to threats posed by inmates.


B. The IPS would like to receive information about existing systems that have already been used in jails and/or by security forces and/or for the purpose of law enforcement in operational applications which are similar to the operational applications that are required by the IPS and specified in this document.    

C. This RFI does not serve as any kind of obligation, on the part of the IPS, to continue with this process. Any decision about continuation and/or indenture with one or more bidders shall be taken at the exclusive discretion of the IPS. Moreover, this application should not be regarded as an obligation and/or display on the part of the IPS regarding tender publication or the exercise of a follow up action to this process, including future procurement. 

D. The bidders will not be entitled to receive compensation or indemnification due to expenses and/or damages that are incurred in relation to the submission of a response to this RFI and to the entire process.

E. The IPS may use the information it receives in any way it chooses to, including for the purpose of writing staff papers, specifications or any other types of documents, and the bidders shall have no copyright claims. If the bid includes a specific request for confidentiality, the IPS will safeguard the information it receives from a bidder and will not disclose it to any element outside the IPS.

F. The bidder’s request shall include as much information as possible, in accordance with the specifications of the following RFI. The response should comply with all the requirements and conditions that were specified by the IPS in this RFI. The responses will be analyzed and reviewed by a professional team of the IPS. 

G. Requests for technical and administrative clarifications, in relation to the preparation of the response, should be referred in writing to the Procurement Department, E-mail: AHARONB@IPS.GOV.IL, Fax: 08-9194084                     until : 18/7/2010 (date) , 12:00 (Time) .


H. The IPS reserves the right to hold clarification meetings with bidders and/or reject a response and/or make an order for a certain part of the requirement and/or conduct a demonstration/experimentation of a proposed system; all at its own discretion. 


I. The information shall be submitted to the IPS until: 16/8/2010 (date), 12:00 (Time). Address for information submission: IPS / Ramla Commissionership / Procurement Department/  Tender Team '.BY  E-mail: AHARONB@IPS.GOV.IL
2.
Purpose


The purpose of this RFI is to receive information about existing systems for the 
detection of malicious intents. This, in order to review the systems’ past usage; 
to adapt the suggested systems to the IPS; and to form a decision about the 
actions that should be taken in order to implement the project. 

3.
General Background

A. Through its routine operational activities, the IPS is required to respond to problems of inmates and to threats made by inmates towards the prison, the prison wardens, other inmates, the external environment (in aiding criminal activities) and even towards the inmate himself (suicide).


B. The use of advanced technology for the detection of malicious intents and/or of inmate involvement in banned activities, by means of a debriefing/questioning process, will significantly improve our information assessment ability and lead to greater accuracy in operational and intelligence activities. 

4.
Determination of the operational need

A. Providing the ability to obtain reliable information from the threat elements (prison inmates) themselves, about their intention to engage in and/or their involvement in banned activities; the ability to detect malicious intents and/or suspicion of involvement. 

B. The information that is obtained from the inmates should be decisive and should provide a reliable and highly likely assessment as regards to inmate involvement in banned activities and/or to the existence of malicious intents. The said information should bring about a significant improvement in the ability to safely guard prison inmates, in the operational and intelligence activities for threat reduction/prevention, and in reaching the right decisions concerning inmates.    

C. The required system shall serve as a tool to support significant decisions. 


D. The system’s use on individual inmates shall be subject to their consent to undergo an inspection. 

5.
Capabilities and operational requirements
A. The system’s purpose:

To expose prison inmates’ malicious intents and concealed information 


B. The system should include:

1) Portable inspection suitcase, which can be quickly moved from place to place in a private car and by a single person, and which will automatically perform the field inspections.  


2) Computerized data processing center, to which all the data from the portable inspection suitcases will be delivered. The computerized center will facilitate data analysis and the issuance of reports, according to need. 
C. The system will be operated in prisons and IPS facilities. 

D. The system’s operation profile:

1) In general, the system should be suitable for continuous operation, 24 hours a day and 365 days a year.


2) It should be routinely operated in prisons by the intelligence/security/other elements and during preparation for events/operations.


3) The system should be operated by means of 2 different methods:

a) Routine inmate inspection for the detection of malicious intents/suspicion of involvement in banned activities – screening action.

b) Interrogation, in order to find a suspect for a specific banned activity, out of a defined group of inmates. 

4) The portable suitcase should operate independently for a period of 8 hours, without being connected to the power grid.

5) The inspection suitcase should be ready for use shortly following its deployment (several minutes).


6) The system should identify the inspected inmate and register his personal details and some addition inspection related data – date, time, place, etc.

7) The inspection should be done automatically, lasting no more than 10 minutes. 

8) The portable suitcase will store the inspections’ data, which will then be downloaded to the data processing center, in which the data is produced and investigated, statistical data is produced, inspection comparisons are performed, etc.

E. Performance characteristics:
1) As regards to inmate screening, the system should detect malicious intent/suspicion of an inspected inmate in a high degree of accuracy.

2) As regards to interrogation, the system should ascribe malicious intent/suspicion of involvement in banned activities to an inspected inmate in a high degree of certainty.


3) The system should not ascribe malicious intent and/or suspicion to an “innocent” inspected inmate.


4) The system’s operation should be easy and simple for users and operation inspectors. It should provide for operation in several languages including Hebrew. 


5) The system should display the inspection’s results in a clear and simple manner, and at the same time give instructions for further inspections and/or activities, if required. 

6) The display of the inspection’s results should be completely concealed from the inspected inmate. 


7) The portable suitcase should use the IPS data communication infrastructure to communicate with the data processing center and download the inspection data. The download should be done automatically following connection to the data network.


8) Data processing center:

a) The data processing center should collect and store the data of all the inspections that were performed using the inspection suitcase. 


b) Data storage should be for a period of at least 10 years.


c) The data processing center should enable inspection data retrieval, according to any inspection-related parameter: Time, place, name, event number, etc.


d) The data processing center should enable the conduct of an interrogation and inspection-related data crossing, in order to find links and to assist in investigations. 


e) The data processing center should provide for cross-inspection comparisons. 


f) The date processing center should facilitate the issuance of inspection reports according to different cross-sections. 


g) The data processing center should facilitate the forming of different inmate profiles.   
9) The system should be protected from electromagnetic interferences (walkie-talkie transmission, radiation of electromagnetic devices, electric systems, etc) and should not interfere with other electronic systems.
F. Data protection:
1) System access should be limited for authorized people only. There would be at least 3 authorization levels: Operator, inspector, technician. All the system entry/exit details should be registered in the system.

2) There should not be any possibility to download information from the inspection suitcase by connecting a computer and/or any type of memory device to it. 

3) The inspections’ data should be encoded with the encryption that is customarily used by the defense/criminal systems. 

G. Environment conditions:

1) The system should withstand all the environment and weather conditions that characterize prisons/detention facilities in Israel.

2) The Portable suitcase should withstand the bumps and bounces of the road, when being transported from place to place.

6.
All the responses to this RFI should include the following documents:

A. The system’s description: System’s scientific ground; system operation principle; description and operation manner of the system’s components.


B. System’s capabilities, performances and technical data.


C. Experiment/test reports that verify the system’s performances.

D. Accumulated operational experience with the system; list of elements/bodies that use the system, including the time and purpose of usage (operational applications). Enforcement elements with similar features to those of the IPS should be specifically indicated. 


E. System price estimation.


F. Specification of the system’s ability to respond to the IPS’ requirements, as provided in this document. 

G. Gaps between the system’s capabilities and the requirements of the IPS, and the possible response that can close these gaps.


H. Supply time for an operational system.


I. A reference to the possibility of performing an operational experiment in the IPS, including its implications.


J. A reference – in so far as possible – to the requirements and definitions that are specified in this document, and the provision of any other information that may assist the IPS to examine and analyze the subject and to take the right decision as to the way of action. 


K. Details of the contact person on behalf of the bidder (name, address, e-mail, telephones, fax).

